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Lab 4.5.2: TCP/IP Transport Layer Protocols, TCP and UDP

Topology Diagram

\
™ Pod# 1 ’ % Pod# 11 ’

- -
L TS X Yy

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.  Page 1 of 10



CCNA Exploration
Network Fundamentals: OSI Transport Layer Lab 4.5.2: TCP/IP Transport Layer Protocols, TCP and UDP

Addressing Table

Device Interface IP Address Subnet Mask Default Gateway

S0/0/0  [10.10.10.6 255.255.255.252 N/A
R1-ISP

Fa0/0  [192.168.254.253 [255.255.255.0 N/A

S0/0/0  [10.10.10.5 255.255.255.252 N/A
R2-Central

Fa0/0  |172.16.255.254 [255.255.0.0 N/A

N/A 192.168.254.254 |255.255.255.0  [192.168.254.253
Eagle Server

N/A 172.31.24.254  |255.255.255.0 N/A
hostPod#A [N/A 172.16.Pod#.1  [255.255.0.0 172.16.255.254
hostPod#B [N/A 172.16.Pod#.2  |255.255.0.0 172.16.255.254
S1-Central [V/A 172.16.254.1 255.255.0.0 172.16.255.254

Learning Objectives

o |dentify TCP header fields and operation using a Wireshark FTP session capture.
o |dentify UDP header fields and operation using a Wireshark TFTP session capture.

Background

The two protocols in the TCP/IP Transport Layer are the transmission control protocol (TCP),
defined in RFC 761, January, 1980, and user datagram protocol (UDP), defined in RFC 768,
August, 1980. Both protocols support upper-layer protocol communication. For example, TCP is
used to provide Transport Layer support for the HTTP and FTP protocols, among others. UDP
provides Transport Layer support for domain name services (DNS) and trivial file transfer protocol
(TFTP), among others.

The ability to understand the parts of the TCP and UDP headers and operation are a critical skill
for network engineers.

Scenario
Using Wireshark capture, analyze TCP and UDP protocol header fields for file transfers between
the host computer and Eagle Server. If Wireshark has not been loaded on the host pod computer,
it may be downloaded from URL ftp://eagle-
server.example.com/pub/eagle labs/eaglel/chapter4/, file wireshark-setup-
0.99.4.exe.

Windows command line utilities ftp and tftp will be used to connect to Eagle Server and
download files.
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Task 1: Identify TCP Header Fields and Operation using a Wireshark FTP Session
Capture.

Step 1: Capture a FTP session.

TCP sessions are well controlled and managed by information exchanged in the TCP header fields. In
this task, a FTP session will be made to Eagle Server. When finished, the session capture will be
analyzed. Windows computers use the FTP client, £tp, to connect to the FTP server. A command line
window will start the FTP session, and the text configuration file for S1-central from Eagle Server will be
downloaded, /pub/eagle labs/eaglel/chapterd4/sl-central, to the host computer.

Open a command line window by clicking on Start | Run, type cmd, then press OK.

e CAWINDOWSAsystem3 2\cmd.exe

and Settings~Owner.GU-DESKTOP-HOM>ftp eagle—seruer.example.cum_E

Figure 1. Command line window.
A window similar to Figure 1 should open.
Start a Wireshark capture on the interface that has IP address 172.16. Pod#. [1-2].
Start an FTP connection to Eagle Server. Type the command:
> ftp eagle-server.example.com
When prompted for a user id, type anonymous. When prompted for a password, press <ENTER>.

Change the FTP directory to /pub/eagle labs/eaglel/chapter4/:
ftp> cd /pub/eagle labs/eaglel/chapter4/

Download the file s1-central:
ftp> get sl-central

When finished, terminate the FTP sessions in each command line window with the FTP quit command:
ftp> quit

Close the command line window with the command exit:
> exit

Stop the Wireshark capture.
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Step 2: Analyze the TCP fields.

No. Time Source Destination Protocol Info
1 0.000000 172.16.1.1 192.168.254.254 TCP 1052 > ftp [SYN] seg=0 Len=0 M55=1460
0. 7. 168. z .16.1. TTp SY 5eq=0_AC 8

3 0.000GLO 172.16.1.1 192.168.254.254 TCP 1052 > ftp [ack] segq=1 ack=1 w1n-64240 Len=0

4 0.004818 192.168. 254. 254 172.16.1.1 FTP Response: 220 welcome to the eagle-server FTP service.

5 0.115430 172.16.1.1 192.168.254.254 TCP 1052 > ftp [ACK] Seq=1 Ack=47 Win=64194 Len=0

6 8.223541 172.16.1.1 192.168.254.254 FTP Request: USER anonymous

7 B.224089 192.168.254. 254 172.16.1.1 TCP ftp > 1052 [ACK] Seq=47 Ack=17 Win=3840 Len=0

8 B.224126 192.168. 254. 254 172.16.1.1 FTP Response: 331 Please specify the password.

9 B.327214 172.16.1.1 192.168.254.254 TCP 1052 > ftp [ACK] Seq=17 Ack=81 Win=64160 Len=0

10 9.517629 172.16.1.1 192.168.254,254 FTP Request: PASS

11 9.519135 192.168. 254. 254 172.16.1.1 FTP rResponse: 230 Login successful.

12 9.629097 172.16.1.1 192.168.254.254 TCP 1052 > ftp [ACK] Seq=24 Ack=104 win=64137 Len=0

13 32.365752 172.16.1.1 192.168.254.254 FTP Request: CwD /pub/eagle_labs/eaglel/chapterd

14 32.366375 192.168. 254.254 172.16.1.1 FTP Response: 250 Directory successfully changed.

15 32.376653 172.16.1. 192.168.254.254 FTP Request: PORT 172,16,1,1,4,33

16 32.377165 192. 168.254.254 172.16.1.1 FTP Response: 200 PORT command successful. consider using pasv.

17 32.381726 172.16.1.1 192.168.254.254 FTP Request: RETR sl-central
18 32.382337 192.168.254.254 172.16.1.1 TCP ftp-data > 1057 [SYN] Seq=0 Len=0 MS5=1460 TSV=4755496 TSER=0 Ws=2
19 32.382398 172.16.1.1 192.168.254.254 TCP 1057 > ftp-data [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 M55=1460 WS=0 TSV=0 TSER=0
20 32. 382777 192.168.254. 254 172.16.1.1 TCP ftp-data > 1057 [ACK] Seq=1 Ack=1l Win=5840 Len=0 T5V=4755496 TSER=0

21 32.382891 192.168.254.254 172.16.1.1 FTP Response: 150 Opening BINARY mode data connection for sl-central (3100 bytes).
22 32.383528  192,168.254.254 172.16.1.1 FTP-DATA FTP Data: 1448 bytes

23 32. 383589 192.168.254. 254 172.16.1.1 FTP-DATA FTP Data: 1448 bytes

24 32.383631 172.16.1.1 192.168.254.254 TCP 1057 > frp-data [ACK] Seq=1 Ack=2897 win=64240 Len=0 TSv=36854 TSER=4755496
25 32.383736 192.168.254. 254 172.16.1.1 FTP-DATA FTP Data: 204 bytes

26 32.383753 192.168.254. 254 172.16.1.1 FTP Response: 226 File send OK.

27 32.383773 172.16.1.1 192.168.254.254 TCP 1052 > frp [Ack] seq=100 Ack=281 win=63960 Len=0

28 32.383779 192.168.254.2534 172.16.1.1 TCP ftp-data > 1057 [FIN, ACK] Seq=3101 Ack=1 win=5840 Len=0 TSv=4755496 TSER=0
29 32. 383805 172.16.1.1 192.168.254.254 TCP 1057 > ftp-data [ACK] Seq=1 Ack=3102 Win=64036 Len=0 TSV=36854 TSER=4755496
30 32.389457 172.16.1.1 192.168.254.254 TCP 1057 > ftp-data [FIN, ACK] Seq=1 Ack=3102 Win=64036 Len=0 TSV=36854 TSER=4735496
31 32. 389845 192.168.254. 254 172.16.1.1 TCP ftp-data > 1057 [ACK] 5eq=3102 Ack=2 Win=3840 Len=0 TSV=4755503 TSER=36854
32 34.438952 172.16.1.1 192.168.254.254 FTP Request: QUIT

33 34.439532 192.168.254.254 172.16.1.1 FTP Response: 221 Goodbye.

34 34,439893  192,168.254.254 172.16.1.1 TCP ftp > 1052 [FIN, ACK] 5eq=295 Ack=106 wWin=5840 Len=0

35 34.439934 172.16.1.1 192.168.254.254 TCP 1052 > ftp [ACK] 5eq=106 Ack=296 Win=63946 Len=0

36 34.442705 172.16.1.1 192.168.254.254 TCP 1052 > ftp [FIN, ACK] Seq=106 Ack=296 win=63946 Len=0

37 34.443144 192.168.254.254 172.16.1.1 TCP ftp > 1052 [ACK] 5eq=296 Ack=107 win=3840 Len=0

Figure 2. FTP capture.

Switch to the Wireshark capture windows. The top window contains summary information for each
captured record. Student capture should be similar to the capture shown in Figure 2. Before delving into
TCP packet details, an explanation of the summary information is needed. When the FTP client is
connected to the FTP server, the Transport Layer protocol TCP created a reliable session. TCP is
routinely used during a session to control datagram delivery, verify datagram arrival, and manage window
size. For each exchange of data between the FTP client and FTP server, a new TCP session is started.
At the conclusion of the data transfer, the TCP session is closed. Finally, when the FTP session is
finished TCP performs an orderly shutdown and termination.

- Transmission Control Protocol, Src Port: 1052 (1052), Dst Port: ftp (21), Seq: 0, Len: O
Source port: 1052 (1052)
Destination port: frp (21)
Sequence number: 0 (relative sequence number)
Header Tlength: 28 bytes
= Flags: Ox02 (5YN)
0... .... = Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set
urgent: Not set
Acknowledgment: Not set
Push: Mot set
Reset: Not set
Syn: Set
R Fin: Not set
Window size: 64240
Checksum: 0xb965 [correct]
Maximum segment size: 1460 bytes
NOF
NOP
SACK permitted

Figure 3. Wireshark capture of a TCP datagram.

o
)
o
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In Wireshark, detailed TCP information is available in the middle window. Highlight the first TCP datagram
from the host computer, and move the mouse pointer to the middle window. It may be necessary to adjust
the middle window and expand the TCP record by clicking on the protocol expand box. The expanded
TCP datagram should look similar to Figure 3.
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How is the first datagram in a TCP session identified?

TCP SEGMEMT

0 4 10 16 24 31
TCP SOURCE PORTNUMBER | TCP DESTINATION PORT NUMBER
SEQUENCE NUMEER
ACKNOWLE DGEMENT NUMBEER
HLEW | RESERVED | CODE BITS WWINDOWY
TCP CHECKSUM URGENT POINTER
OPTIONS (IF ANY) PADDING
DATA
DATA
CODE BITS: | U|A|R|P|S|F
e EIRL
G|K[T|H N[N

Figure 4. TCP packet fields.

Refer to Figure 4, a TCP datagram diagram. An explanation of each field is provided to refresh the
student’s memory:

« TCP Source port number belongs to the TCP session host that opened a connection. The value
is normally a random value above 1023.

« Destination port number is used to identify the upper layer protocol or application on the remote
site. The values in the range 0—1023 represent the so called “well known ports” and are
associated with popular services and applications (as described in RFC 1700, such as telnet, File
Transfer Protocol (FTP), HyperText Transfer Protocol (HTTP), etc). The quadruple field
combination (Source IP Address, Source Port, Destination IP Address, Destination Port) uniquely
identifies the session to both sender and receiver.

+ Sequence number specifies the number of the last octet in a segment.

+ Acknowledgment number specifies the next octet expected by the receiver.

+ Code Bits have a special meaning in session management and in the treatment of segments.
Among interesting values are:

+ ACK (Acknowledgement of a segment receipt),

*  SYN (Synchronize, only set when a new TCP session is negotiated during the TCP three-
way handshake).

* FIN (Finish, request to close the TCP session).

* Window size is the value of the sliding window - how many octets can be sent before waiting for
an acknowledgement.

* Urgent pointer is only used with an URG (Urgent) flag - when the sender needs to send urgent
data to the receiver.

+ Options: The only option currently defined is the maximum TCP segment size (optional value).
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Using the Wireshark capture of the first TCP session start-up (SYN bit set to 1), fill in information about
the TCP header:

From pod host computer to Eagle Server (only the SYN bit is set to 1):

Source IP Address: 172.16. .
Destination IP Address:

Source port number:;

Destination port number:

Sequence number:;
Acknowledgement number:

Header length:

Window size:

From Eagle Server to pod host computer (only SYN and ACK bits are set to 1):

Source IP Address:

Destination IP Address: 172.16. .
Source port number:

Destination port number:

Sequence number:

Acknowledgement number:

Header length:

Window size:

From pod host computer to Eagle Server (only ACK bit is set to 1):

Source IP Address: 17216, .
Destination IP Address:

Source port number:

Destination port number:

Sequence number:
Acknowledgement number:

Header length:

Window size:

Ignoring the TCP session started when a data transfer occurred, how many other TCP datagrams
contained a SYN bit?

Attackers take advantage of the three-way handshake by initiating a “half-open” connection. In this
sequence, the opening TCP session sends a TCP datagram with the SYN bit set and the receiver sends
a related TCP datagram with the SYN ACK bits set. A final ACK bit is never sent to finish the TCP
handshake. Instead, a new TCP connection is started in half-open fashion. With sufficient TCP sessions
in the half-open state, the receiving computer may exhaust resources and crash. A crash could involve a
loss of networking services, or corrupt the operating system. In either case the attacker has won,
networking service has been stopped on the receiver. This is one example of a denial-of-service (DoS)
attack.
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FTP Client FTF Server
FTP Waicome

F acknow e Bment
FTF Lzerid sen

1P acknowiadgemant]
TP passward response

Figure 5. TCP session management.

The FTP client and server communicate between each other, unaware and uncaring that TCP has control
and management over the session. When the FTP server sends a Response: 220 to the FTP client, the
TCP session on the FTP client sends an acknowledgment to the TCP session on Eagle Server. This
sequence is shown in Figure 5, and is visible in the Wireshark capture.

FTP Client FTP Server

FTP sarver- "goodo 8"
op acknowiedgemant

T
CP session ACKFMSSIT

T

'r CF acknowedgement
P session ACK Fiy SEra

TGP acknowiedgemsnt

TCP session ends
Figure 6. Orderly TCP session termination.

When the FTP session has finished, the FTP client sends a command to “quit”. The FTP server
acknowledges the FTP termination with a Response :221 Goodbye. At this time the FTP server TCP
session sends a TCP datagram to the FTP client, announcing the termination of the TCP session. The
FTP client TCP session acknowledges receipt of the termination datagram, then sends its own TCP
session termination. When the originator of the TCP termination, FTP server, receives a duplicate
termination, an ACK datagram is sent to acknowledge the termination and the TCP session is closed.
This sequence is shown in Figure 6, and visible in the Wireshark capture.

Without an orderly termination, such as when the connection is broken, the TCP sessions will wait a
certain period of time until closing. The default timeout value varies, but is normally 5 minutes.

Task 2: Identify UDP header fields and operation using a Wireshark TFTP session
capture.

Step 1: Capture a TFTP session.

Following the procedure in Task 1 above, open a command line window. The TFTP command has a
different syntax than FTP. For example, there is no authentication. Also, there are only two commands,
get, to retrieve a file, and put, to send a file.
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>tftp —help

host
GET

PUT

source
destination

TFTP [-i] host [GET |

Transfers files to and from a remote computer running the TFTP service.

PUT] source [destination]

Specifies binary image transfer mode (also called
octet). In binary image mode the file is moved
literally, byte by byte. Use this mode when
transferring binary files.

Specifies the local or remote host.

Transfers the file destination on the remote host to
the file source on the local host.

Transfers the file source on the local host to
the file destination on the remote host.
Specifies the file to transfer.

Specifies where to transfer the file.

Table 1 contains Windows TFTP client syntax. The TFTP server has it's own directory on Eagle Server,

Table 1. TFTP syntax for a Windows TFTP client.

/tftpboot, which is different from the directory structure supported by the FTP server. No
authentication is supported.

Start a Wireshark capture, then download the s1-central configuration file from Eagle Server with the

Windows TFTP client. The command and syntax to perform this is shown below:

>tftp eagle-server.example.com get sl-central

Step 2: Analyze the UDP fields.

MNo. - Time:

[N NN N R e W R C VU N
o e e e e e e e e
g
L]
~
-

e

Switch to the Wireshark capture windows. Student capture should be similar to the capture shown

Protocol | Info

rRead Request sl-central
pata Packet, Block: 1

Source Destination
L Transter type: netascii

192.168.254.254  172.16.1.1

TFTP

172.16.1.1 192.168.254.254 TFTP acknowledgement, Block: 1
192.168.254.254 172.16.1.1 TFTP pata Packet, Block: 2
172.16.1.1 192.168.254.254 TFTP  Acknowledgement, Block: 2
192.168.254.254 172.16.1.1 TFTP Data Packet, Block: 3
172.16.1.1 192.168.254. 254 TFTP Acknowledgement, Block: 3
192.168. 254,254 172.16.1.1 TFTP Data Packet, Block: 4
172.16.1.1 192.168.254.254 TFTP  Acknowledgement, Block: 4
192.168.254.254 172.16.1.1 TFTP Data Packet, Block: 5
172.16.1.1 192.168.254, 254 TFTP  Acknowledgement, Block: 5
192.168. 254,254 172.16.1.1 TFTP  Dpata Packet, Block: 6
172.16.1.1 192.168.254.254 TFTP Acknowledgement, Block: &
192.168.254.254 172.16.1.1 TFTP Data Packet, Block: 7 (last)
172.16.1.1 192.168.254.254 TFTP  Acknowledgement, Block: 7

Figure 7. Summary capture of a UDP session.

in Figure 7. A TFTP transfer will be used to analyze Transport Layer UDP operation.
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# Frame 1 (64 bytes on wire, 64 bytes captured)
% Ethernet II, Src: Xircom_7b:01:5f (00:10:a4:7b:01:5f), Dst: Cisco_cf:66:40 (00:0c:85:cf:66:40)
= Internet Protocol, Src: 172.16.1.1 (172.16.1.1), Dst: 192.168.254.254 (192.168.254.254)
version: 4
Header length: 20 bytes
3 Differentiated services Field: O0x00 (DSCP 0x00: pefault; ECN: O0x00)
Total rength: 50
Identificarion: 0x0128 (296)
+ Flags: Ox00
Fragment offset: 0
Time to Tive: 128
protocol: uop (Oxil)
# Header checksum: Oxccda [correct]
source: 172.16.1.1 (172.16.1.1)
pestination: 192.168.254,.254 (192.168.254,254)
= User Datagram Protocol, Src Port: 1038 (1038), DOst Port: tfrp (69)

LUDP Source port: 1038 (1038)
Headat pestination port: tftp (69)
Length: 30

Checksum: 0x1f04 [correct]
LIDP m Trivial File Transfer Protoco
Data opcode: Read Request (1)
source File: sl-central
Type: netascii

Figure 8. Wireshark capture of a UDP datagram.

In Wireshark, detailed UDP information is available in the middle window. Highlight the first UDP
datagram from the host computer, and move the mouse pointer to the middle window. It may be
necessary to adjust the middle window and expand the UDP record by clicking on the protocol
expand box. The expanded UDP datagram should look similar to Figure 8.

LDP SEGMENT

1] 16 31
UDP SOURCE PORT UDP DESTINATION PORT
LUDP MESSAGE LENGTH UDP CHECKSUM
DATA,
DATA. ...

Figure 9. UDP format.

Refer to Figure 9, a UDP datagram diagram. Header information is sparse, compared to the TCP
datagram. There are similarities, however. Each UDP datagram is identified by the UDP source
port and UDP destination port.

Using the Wireshark capture of the first UDP datagram, fill in information about the UDP header.
The checksum value is a hexadecimal (base 16) value, denoted by the preceding Ox code:

Source IP Address: 172.16. .
Destination IP Address:

Source port number:

Destination port number:

UDP message length:

UDP checksum:

How does UDP verify datagram integrity?
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Examine the first packet returned from Eagle Server. Fill in information about the UDP header:

Source IP Address:

Destination IP Address: 172.16._ .
Source port number:

Destination port number:

UDP message length:

UDP checksum: 0x

Notice that the return UDP datagram has a different UDP source port, but this source port is used
for the remainder of the TFTP transfer. Since there is no reliable connection, only the original
source port used to begin the TFTP session is used to maintain the TFTP transfer.

Task 5: Reflection.

This lab provided students with the opportunity to analyze TCP and UDP protocol operations from
captured FTP and TFTP sessions. TCP manages communication much differently from UDP, but
reliability and guaranteed delivery requires additional control over the communication channel.
UDP has less overhead and control, and the upper-layer protocol must provide some type of
acknowledgement control. Both protocols, however, transport data between clients and servers
using Application Layer protocols and are appropriate for the upper-layer protocol each supports.

Task 6: Challenge.
Since neither FTP nor TFTP are secure protocols, all data transferred is sent in clear text. This
includes any user ids, passwords, or clear text file contents. Analyzing the upper-layer FTP
session will quickly identify the user id, password, and configuration file passwords. Upper-layer

TFTP data examination is a bit more complicated, but the data field can be examined and
configuration user id and password information extracted.

Task 7: Cleanup
During this lab several files were transferred to the host computer, and should be removed.

Unless directed otherwise by the instructor, turn off power to the host computers. Remove
anything that was brought into the lab, and leave the room ready for the next class.
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