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Welcome 1o the CCNA Exploration Network
Fundamentals course. The goal of this course is o
introduce you to fundamental networking concepts
and technologies. These online course matenals will
assist you in developing the skills necessary to plan
and implement small networks across & range of
applications. The specific skills covered in each
chapler are described at the slart of each chapler
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More than just information

This computer-basad learning environment is an
important part of the overall course experience for
students and instructors in the Networking Academy.
These online course materials are designed fo be
used along with several other instructional iools and
activities, These include:

+  Class presentation, discussion, and practice
with wour instructor

+ Hands-on labs that use networking equipment
within the Metworking Academy classroom
Online scored assessments and a matching
grade book

+  Packet Tracer simulation tool

+  Additional software for classroom aclivilies
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A global community [«
When you pariicipate in the Networking Academy,
you are joining a global community linked by
cammeon goals and technologies. Schoals,

colleges, universities and other entities in over

180 countries participate in the program. A
visualization of the global Networking Academy
cammunity at hitpyfweww. academyneispace.com.

The material in this course encompasses a broad
range of technologies that facilitate how people
waork, live, play, and learn by communicating with
voice, video, and ather data. Networking and the
Internet affect people differently in different parts
of the world. Although we have worked with
instructors from around the world io create these
materials, it is important that you work with your
instructor and fellow students to make the material
in this course applicable to your local situation.

Keep in Touch
These online instructional matenals, as well as
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Animportant goal in education is to enrich you,

the student, by expanding what you know and can
do. It is important to reslize, however, that the
instructional materialz and the instructor can only
facilitais the process. Yoo must make the
commitment yoursell to learn new skills, Below

are a few suggesiions to help you learn and grow.

1. Take notes. Professionals in the networking
field often keep Enginearing Joumnals in which
they write down the things they observe and
learn. Taking notes is an important way to help
your understanding grow over time.

2. Think about it. The course provides information
both to change what you know and what you can
do. As you go through the caurse, ask yourself

what makes sense and what doesn't. Stop and

ask guestions when you are confused, Try to find
out more about toplcs that interest you, If you are
not sure why something is being taught, consider
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3, Practice. Learning new skills requires practice. We
believe this is so important to e-leamning that we have : _ .. q
@ special name for it. We call it e-Daing. It is very "] - w
important that you complete the activities in the a I.u]: L iy

online instructional materials and that you also r

complete the hands-on labs and Packet Tracer
activitias,

4, Practice again, Have you ever thought that you
knew how to do something and then, when it was
time 1o show it on a test or at work, you discovered
that you reslly hadn't mastered it? Just like learning
any new skill like a sport, game, or language,
learning a professional skill requires patience and
repeated praclice before you can say you have fruly
learned it. The anline instructional materials in this
course provide opportunities for repeated practice for
many skills. Take full advantage of them. You can
also work with your instructer o extend Packet
Tracer, and other tools, for additionsl practice as
needed.
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5. Teach it. Teaching & friend or colleague is often &
good way to reinforce your own learning. To teach
well, you will have to work through details that you
may have overlooked on your first reading
Conversations about the course material with fellow
students, colleagues, and the instructor can help
salidify your understanding of networking concepls

6. Make changes as you go. The course is designed
lo provide feadback through interactive activities and
quizzes, the online assessment system, and through
structured interactions with your instructor. You can
use this feecback lo belter understand where your
strengths and weaknesses are. If there is an area
that you are having trouble with, focus on studying or
practicing more in that area. Seek additional
feedback from your instructor and other students
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Explare the world of natworking B
This version of the course includes a special lool
called Packet Tracer. Packet Tracer is a

" Packet Tracer 4.1 by Ciseo Systems, Inc.

{Alpha 7]

Chel

networking leaming tool that supports a wide = open... ko New Cluster  Move Object| Set Tiled Background vigwport
range of physical and legical simulations. It also H swe Ctdes A
provides visualization taols to help you to == = All options and commands in Packet ‘ B
understand the internal workings of & netwark. = R e Tracer 4.1 can be accessed through the

P activey wizard...  Cirlbw Menu Bar.
The pre-made Packet Tracer activities consist of [

Eat
network simulations, games, activities, and
challenges that provide a broad range of learning »®
experiences.

Create your own worlds
You can also use Packet Tracer to create your ~
cwn experiments and networking scenarios. We
hope that, over time, you consider using Packet A
Tracer - not only for experlencing the pre-built

activities, but also to become an author, explorer,
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Course Overview

As the course title states, the focus of this course
is on leaming the fundamentals of netwarking. In
this course, you will leam both the practical and
concepiual skills that build the foundation for
undersianding basic natworking. First, you will
examine human versus network communication
and see the parallels between them. Next, you will
be introduced to the two major models used to
plan and implament networks: 051 and TCPIP.
You will gain an understanding of the "layered”
approach lo networks and examing the 051 and
TCP/IP layers in detail to understand their
functions and services. You will become familiar
with the variocus netwaork devices, network
addressing schemes and, finally, the types of
media used to carry data across the network.

In this course, you will gain experience using
networking utilities and toals, such as Packet
Tracer and Wireshark®, to explore networking
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Course Overview Continued [

Chapter & - In Chapter B, you will focus on

network addressing in detail nd lesrn how to use
the address mask, or prefix length, to determine

the number of subnetworks and hosis ina

network. You will also be introduced to ICMP =
{Internet Contral Message Protocol) tools, such as
ping and trace.

Chapter 7 - Chapter 7 discusses the services
provided by Data Link layer. An emphasis is
placed on the encapsulation processes that occur
as data travels across the LAN and the WAN.

Chapter & - Chapter & introduces the Physical
layer. ¥ou will discover how data sends signals
and is encoded for travel across the network.
You'll learn about bandwidth and also about the
types of media and their essaciated connectors.

Chapter 9 - In Chapter 9, you will examine the
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Wenow stand at acritical turning point in the use of technology to extend and empower our human network. The
globalization of the Internet has succeeded faster than anyone could have imagined. The manner in which social,
commercial, political and personal interactions occur is rapidly changing to keep up with the evolution of this global
network. In the next stage of our development, innovators will use the Internet as a starting point for their efforts -
creating new products and services specifically designed to take advantage of the network capabilities. As developers
push the limits of what is possible, the capabilities of the interconnected networks that form the Internet will play an
increasing role in the success of these projects.

This chapter introduces the platform of data networks upon which our social and business relationships increasingly
depend. The material lays the groundwork for exploring the services, technologies, and issues encountered by network
professional s as they design, build, and maintain the modern network.

In this chapter, you will learn to:
Describe how networks impact our daily lives.
Describe the role of data networking in the human network.
I dentify the key components of any data network.
Identify the opportunities and challenges posed by converged networks.
Describe the characteristics of network architectures: fault tolerance, scalability, quality of service and security.
Install and use IRC clients and a Wiki server.

File: 1.0.1 - cm8457729857 flv
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Among all of the essentials for human existence, the need to interact with others ranks just below our need to sustain
life. Communication is almost as important to us as our reliance on air, water, food, and shelter.

The methods that we use to share ideas and information are constantly changing and evolving. Whereas the human
network was once limited to face-to-face conversations, media breakthroughs continue to extend the reach of our
communications. From the printing press to television, each new development has improved and enhanced our
communication.

Aswith every advance in communication technology, the creation and interconnection of robust data networks is having
aprofound effect.

Early data networks were limited to exchanging character-based information between connected computer systems.
Current networks have evolved to carry voice, video streams, text, and graphics between many different types of
devices. Previously separate and distinct communication forms have converged onto a common platform. This platform
provides access to awide range of aternative and new communication methods that enable people to interact directly
with each other amost instantaneously.

The immediate nature of communications over the Internet encourages the formation of global communities. These
communities foster social interaction that isindependent of location or time zone.
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The Global Community

Technology is perhaps the most significant change agent in the world today, as it helps to create aworld in which
national borders, geographic distances, and physical limitations become less relevant, and present ever-diminishing
obstacles. The creation of online communities for the exchange of ideas and information has the potential to increase
productivity opportunities across the globe. As the Internet connects people and promotes unfettered communication, it
presents the platform on which to run businesses, to address emergencies, to inform individuals, and to support
education, science, and government.

Click PLAY to watch how the Internet, and its underlying technology, brings oppor tunities to people wher ever
they live or work.

File: 1.1.1 - cm3077916936flv
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It isincredible how quickly the Internet became an integral part of our daily routines. The complex interconnection of
electronic devices and media that comprise the network is transparent to the millions of users who make it a valued and
persona part of their lives.

Data networks that were once the transport of information from business to business have been repurposed to improve
the quality of life for people everywhere. In the course of a day, resources available through the Internet can help you:
Decide what to wear using online current weather conditions.
Find the least congested route to your destination, displaying weather and traffic video from webcams.
Check your bank balance and pay bills electronically.
Receive and send e-mail, or make an Internet phone call, at an Internet cafe over lunch.
Obtain health information and nutritional advice from experts all over the world, and post to aforum to share
related health or treatment information.
Download new recipes and cooking techniques to create a spectacular dinner.
Post and share your photographs, home videos, and experiences with friends or with the world.
Many uses of the Internet would have been hard to imagine just afew years ago. Take for example, one person's
experience publishing a home music video:

"My goal is to make my own movies. One day, my friend Adi and | made a video as a surprise for her boyfriend's
birthday. We recorded ourselves lip-synching to a song and dancing around. Then we decided, why not post it. Well, the
reaction has been huge. It's had over 9 million views so far, and the movie director Kevin Smith even did a short spoof
of it. I don't know what draws people to the video. Maybe it's the simplicity of it, or the song. Maybe it's because it's
spontaneous and fun, and it makes people feel good. | don't know. But | do know that | can do what | love and share it
online with millions of people around the world. All | need is my computer, digital camcorder, and some software. And
that's an amazing thing."

Online Banking
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The way we live is supported by services delivered by the data network.

Traffic Conditions
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Lab Activity

Use satellite imagery available through the Internet to explore your world.

Click thelab icon for mor e details.

(maaa Hands-on Lab:
§ Using Google Earth™ to View the World
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The existence and broad adoption of the Internet has ushered in new forms of communication that empower individuals
to create information that can be accessed by a global audience.

Instant M essaging

Instant messaging (IM) is aform of real-time communication between two or more people based on typed text. The text
is conveyed via computers connected over either a private internal network or over a public network, such asthe
Internet. Developed from earlier Internet Relay Chat (IRC) services, IM also incorporates features such asfile transfer,
voice, and video communication. Like e-mail, IM sends a written record of the communication. However, whereas
transmission of e-mail messages is sometimes delayed, IM messages are received immediately. The form of
communication that IM usesis called real-time communication.

Weblogs (blogs)

Weblogs are web pages that are easy to update and edit. Unlike commercial websites, which are created by professional
communications experts, blogs give anyone a means to communicate their thoughts to a global audience without
technical knowledge of web design. There are blogs on nearly every topic one can think of, and communities of people
often form around popular blog authors.

Wikis

Wikis are web pages that groups of people can edit and view together. Whereas a blog is more of an individual, personal
journal, awiki isagroup creation. As such, it may be subject to more extensive review and editing. Like blogs, wikis
can be created in stages, and by anyone, without the sponsorship of a major commercial enterprise. Thereisapublic
wiki, called Wikipedia, that is becoming a comprehensive resource - an online encyclopedia - of publicly-contributed
topics. Private organizations and individual s can also build their own wikis to capture collected knowledge on a
particular subject. Many businesses use wikis as their interna collaboration tool. With the global Internet, people of al
walks of life can participate in wikis and add their own perspectives and knowledge to a shared resource.

Podcasting

Podcasting is an audio-based medium that originally enabled people to record audio and convert it for use with iPods - a
small, portable device for audio playback manufactured by Apple. The ability to record audio and save it to a computer
fileis not new. However, podcasting allows people to deliver their recordings to awide audience. The audio fileis
placed on awebsite (or blog or wiki) where others can download it and play the recording on their computers, laptops,
and iPods.

Collaboration Tools

Collaboration tools give people the opportunity to work together on shared documents. Without the constraints of
location or time zone, individuals connected to a shared system can speak to each other, share text and graphics, and
edit documents together. With collaboration tools always available, organizations can move quickly to share information
and pursue goals. The broad distribution of data networks means that people in remote locations can contribute on an
equal basiswith people at the heart of large population centers.

Instant Messaging

Podcasting

You can listen to your favorite radio show on
your portable audio player whenever you
have the time and wherever you are. Every
time a new show becomes available, it can be You can express your thoughts online,
automatically downloaded. Instant messaging is share your photos, and join a
community of fellow thinkers.

everywhere and can include
audio and video
conversations. IM can send
text messages to mobile
phones.
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Communication, collaboration, and engagement are fundamental building blocks of education. Institutions are
continualy striving to enhance these processes to maximize the dissemination of knowledge. Robust and reliable
networks support and enrich student learning experiences. These networks deliver learning material in awide range of
formats. The learning materials include interactive activities, assessments, and feedback.

Courses delivered using network or Internet resources are often called online learning experiences, or e-learning.

The availability of e-learning courseware has multiplied the resources available to students many times over. Traditional
learning methods provide primarily two sources of expertise from which the student can obtain information: the
textbook and the instructor. These two sources are limited, both in the format and the timing of the presentation. In
contrast, online courses can contain voice, data, and video, and are available to the students at any time from any place.
Students can follow links to different references and to subject expertsin order to enhance their learning experience.
Online discussion groups and message boards enable a student to collaborate with the instructor, with other studentsin
the class, or even with students across the world. Blended courses can combine instructor-led classes with online
courseware to provide the best of both delivery methods.

Access to high quality instruction is no longer restricted to students living in proximity to where that instruction is being
delivered. Online distance learning has removed geographic barriers and improved student opportunity.
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The Cisco Networking Academy Program, which offers this course, is an example of aglobal online learning
experience. The instructor provides a syllabus and establishes a preliminary schedule for completing the course content.
The Academy program supplements the expertise of the instructor with an interactive curriculum that provides many
forms of learning experiences. The program provides text, graphics, animations, and a smulated networking
environment tool called Packet Tracer. Packet Tracer provides away to build virtual representations of networks and
emulate many of the functions of networking devices.

Students may communicate with the instructor and fellow students using online tools, like e-mail, bulletin/discussion
boards, chat rooms, and instant messaging. Links provide access to learning resources outside of the courseware.
Blended e-learning provides the benefits of computer-based training while retaining advantages of instructor-led
curriculum. Students have the opportunity to work online at their own pace and skill level while still having accessto an
instructor and other live resources.

In addition to the ben€fits for the student, networks have improved the management and administration of courses as
well. Some of these online functions include enrollment, assessment delivery and grade books.

Students at remote locations can access the same
resources as those available on campus

This course is distributed over the network and the
content is enhanced by links to other resources, which
are also on the network.

The way we leam is supported by courseware delivered over the data network. Students in different locations can work together on documents and speak together while thay
work.

COURSEWARE COLLABORATION REFERENCE ADMINISTRATION COURSEWARE COLLABORATION REFERENGE ADMINISTRATION

Updated Maintenance
Instructions:

A text message is sent from an instructor telling
students that the next class is in the lab.

1. Valve 1 pressure: 230 psi
2. Valve 2 pressure: 230 psi
3. Valve 3 pressure: 230 psi

A student enrolls in classes from home

An administrator publishes the
course catalog to a web site.

Updated maintenance instructions are downloaded to a PDA at the time they are needed. In addition to supporting courseware, data networks support administration, enrollment, and teacher-
student communication.

COURSEWARE COLLABORATION REFERENCE ADMINISTRATION COURSEWARE COLLABORATION REFERENCE ADMINISTRATION
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In the business world, the use of networks to provide efficient and cost-effective employee training isincreasing in
acceptance. Online learning opportunities can decrease time-consuming and costly travel yet still ensure that all
employees are adequately trained to perform their jobs in a safe and productive manner.

Online courseware and delivery offer many benefits to businesses. Among the bendfits are:
Current and accurate training materials. Collaboration between vendors, equipment manufacturers and
training providers ensures that the courseware is up-to-date with the latest processes and procedures. When
errorsin materials are found and corrected, the new courseware is immediately available to all employees.
Availability of training to a wide audience. Online training is not dependent on travel schedules, instructor
availability or physical class size. Employees can be given deadlines by which training is to be completed and
the employees can access the courseware when it is convenient.
Consistent quality of instruction. The quality of the instruction does not vary asit would if different
instructors were delivering an in-person course. The online curriculum provides a consistent core of instruction
to which instructors can add additional expertise.
Cost reduction. In addition to reducing the cost of travel and the lost time associated with travel, there are
other cost reducing factors for business related to online training. It is usually less expensive to revise and
update online courseware than it is to update paper-based material. Facilities to support in-person training can
also be reduced or eliminated.

Many businesses also provide customer training online. This courseware enables the customers to use the products and

services provided by the business in the best manner, reducing calls to the help lines or customer service centers.

Example Course Page
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Initially, data networks were used by businesses to internally record and manage financial information, customer
information, and employee payroll systems. These business networks evolved to enable the transmission of many
different types of information services, including e-mail, video, messaging, and telephony.

Intranets, private networks in use by just one company, enable businesses to communicate and perform transactions
among global employee and branch locations. Companies develop extranets, or extended internetworks, to provide
suppliers, vendors, and customers limited access to corporate data to check order status, inventory, and parts lists.

Today, networks provide a greater integration between related functions and organizations than was possible in the past.

Consider these business scenarios.
A wheat farmer in Australia uses a laptop enabled with a Global Positioning System (GPS) to plant a crop with
precision and efficiency. At harvest time, the farmer can co-ordinate harvesting with the availability of grain
transporters and storage facilities. Using mobile wireless technology, the grain transporter can monitor the
vehicle in-route in order to maintain the best fuel efficiency and safe operation. Changesin status can be
relayed to the driver of the vehicle instantly.
Remote workers, called teleworkers or telecommuters, use secure remote access services from home or while
traveling. The data network enables them to work asif they were on-site, with accessto al the network-based
tools normally available for their jobs. Virtual meetings and conferences can be convened which include
people in remote locations. The network provides audio and video capability so al participants can both see
and hear each other. The information from the meetings can be recorded to awiki or blog. The latest versions
of the agenda and minutes can be shared as soon as they are created.

There are many success stories illustrating innovative ways networks are being used to make us more successful in the

workplace. Some of these scenarios are available through the Cisco web site at http://www.cisco.com

Business applications can be accessed remotely as if employees were on site. Workers in any location can reach each other and access multiple resources on the network.

REMOTE ACCESS ] MULTIPLE RESOURCES

REMOTE ACCESS
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The widespread adoption of the Internet by the entertainment and travel industries enhances the ability to enjoy and
share many forms of recreation, regardless of location. It is possible to explore places interactively that previously we
could only dream of visiting, as well as preview the actual destinations before making atrip. The details and
photographs from these adventures may be posted online for othersto view.

The Internet is used for traditional forms of entertainment, as well. Welisten to recording artists, preview or view
motion pictures, read entire books and download material for future offline access. Live sporting events and concerts
can be experienced as they are happening, or recorded and viewed on demand.

Networks enable the creation of new forms of entertainment, such as online games. Players participate in any kind of
online competition that game designers can imagine. We compete with friends and foes around the world in the same
manner if they were in the same room.

Even offline activities are enhanced using network collaboration services. Global communities of interest have grown

rapidly. We share common experiences and hobbies well beyond our local neighborhood, city, or region. Sports fans
share opinions and facts about their favorite teams. Collectors display prized collections and get expert feedback about

them.
Online markets and auction sites provide the opportunity to buy, sell and trade all types of merchandise.

Whatever form of recreation we enjoy in the human network, networks are improving our experience.
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The onboard data network provides a
range of services to airline personal
seatback video systems.

Instant Messaging

The way we play is supported by services delivered by the data network.
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Communication in our daily lives takes many forms and occurs in many environments. We have different expectations
depending on whether we are chatting via the Internet or participating in ajob interview. Each situation has its
corresponding expected behaviors and styles.

Establishing the Rules

Before beginning to communicate with each other, we establish rules or agreements to govern the conversation. These
rules, or protocols, must be followed in order for the message to be successfully delivered and understood. Among the
protocols that govern successful human communication are:

An identified sender and receiver

Agreed upon method of communicating (face-to-face, telephone, letter, photograph)

Common language and grammar

Speed and timing of delivery

Corfirmation or acknowledgement requirements
Communication rules may vary according to the context. If a message conveys an important fact or concept, a
corfirmation that the message has been received and understood is necessary. L ess important messages may not require
an acknowledgement from the recipient.

The techniques that are used in network communications share these fundamental s with human conversations. Because
many of our human communication protocols are implicit or are ingrained in our cultures, some rules can be assumed.
In establishing data networks, it is necessary to be much more explicit about how communication takes place and how it
isjudged successful.

2. Writes note: Sorry / do not | 1. Uses sign language...
. understand signing. -
4. Yes, that will be fine.
3. Writes note: Can we use ~
wrilten notes?
—_— . F f
i
=g
u
[

Before communication can begin, we may have to reach an agreement on the method used.

Communication is successful when the intended message has been received and confied.

Click to see a factor in successful communication.

3. Yes, that is correct. Thank you.

~r

1. | can speak Japanese and English. |
-

2. Yes, | understand your order: three 1. would ke 1o order-foree black ahirte, size
3. We can communicate in English then! | medium, black shirts. o
r r medium.
~F

2. | can speak Spanish and English.
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Before communication can begin, we may have to reach an agreement on the language used.

Click to see a factor in successful communication. Click to see a factor in successful communication.
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Communication between individuals is determined to be successful when the meaning of the message understood by the
recipient matches the meaning intended by the sender.

For data networks, we use the same basic criteria to judge success. However, as a message moves through the network,
many factors can prevent the message from reaching the recipient or distort its intended meaning. These factors can be

either external or internal.
External Factors

The external factors affecting communication are related to the complexity of the network and the number of devicesa
message must pass through on its route to its fina destination.

External factors affecting the success of communication include:
The quality of the pathway between the sender and the recipient
The number of times the message has to change form
The number of times the message has to be redirected or readdressed
The number of other messages being transmitted simultaneously on the communication network
The amount of time allotted for successful communication

8he will arrive in a Bhe will arrive in two He will arrive Intwo  Who is coming? Re-Add }
few hours. hours. hours. And when? e-Addressing
Telephone
- =
Message ’
written down
| —
Message read
out loud J ‘ J

Information that has to be recoded and decoded a number of times may not be transmitted successfully. Messages that have to be readdressed and redirected a number of times may not be delivered successfully.

Click to see how an external factor affects communication. Click to see how an external factor affects communication.
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Internal Factors

Internal factors that interfere with network communication are related to the nature of the message itself.

Different types of messages may vary in complexity and importance. Clear and concise messages are usually easier to
understand than complex messages. | mportant communications require more care to ensure that they are delivered and
understood by the recipient.

Internal factors affecting the successful communication across the network include:

The size of the message

The complexity of the message

The importance of the message
Large messages may be interrupted or delayed at different points within the network. A message with alow importance
or priority could be dropped if the network becomes overloaded.

Both the internal and external factors that affect the receipt of a message must be anticipated and controlled for network
communications to be successful. New innovations in network hardware and software are being implemented to ensure
the quality and reliability of network communications.

Sent From:

It is mare difficult to deliver a large bulky package, quickly and without damage, than it is to deliver a
number of smaller, less complex packages.
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Being able to reliably communicate to anyone, anywhere, is becoming increasingly important to our personal and
business lives. In order to support the immediate delivery of the millions of messages being exchanged between people
all over theworld, we rely on aweb of interconnected networks. These data or information networks vary in size and
capabilities, but all networks have four basic e ementsin common:

Rules or agreements to govern how the messages are sent, directed, received and interpreted

The messages or units of information that travel from one device to another

A means of interconnecting these devices - amedium that can transport the messages from one device to

another

Devices on the network that exchange messages with each other
The standardization of the various elements of the network enables equipment and devices created by different
companies to work together. Experts in various technologies can contribute their best ideas on how to develop an
efficient network, without regard to the brand or manufacturer of the equipment.

Communication across data networks plays a vital role in our daily life. Communication across data networks plays a vital role in our daily life.

AL

DATA NETWORKS DATA NETWORKS
. Imagine your life without any of these
: sy converianoss
°...o ... o

This course covers how data networks support the human network.

Click Play to run the animation. Click Play to run the animation.
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The diagram shows elements of atypical network, including devices, media, and services, tied together by rules, that
work together to send messages. We use the word messages as a term that encompasses web pages, e-mail, instant
messages, telephone calls, and other forms of communication enabled by the Internet. In this course, we will learn about
avariety of messages, devices, media, and services that allow the communication of those messages. Wewill also learn
about the rules, or protocols, that tie these network elements together.

Message
e Network } =S
Medium

Devices

Rules:

Rule
Agreement
Standard

Four elements of a network;

- Rules

- Medium

- Messages
- Devices
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In this course, many networking devices will be discussed. Networking is a very graphically oriented subject, and icons
are commonly used to represent networking devices. On the left side of the diagram are shown some common devices
which often originate messages that comprise our communication. These include various types of computers (a PC and
laptop icon are shown), servers, and 1P phones. On local area networks these devices are typically connected by LAN
media (wired or wireless).

The right side of the figure shows some of the most common intermediate devices, used to direct and manage messages
across the network, as well as other common networking symbols. Generic symbols are shown for:

Switch - the most common device for interconnecting local area networks

Firewall - provides security to networks

Router - helps direct messages as they travel across a network

Wireless Router - a specific type of router often found in home networks

Cloud - used to summarize a group of networking devices, the details of which may be unimportant to the

discussion at hand

Serial Link - one form of WAN interconnection, represented by the lightning bolt-shaped line

Common Data Network Symbols

Dezktop LAN Switch
Computer
D Laptop ' Firewall
i Server ﬁ Router
/ Y I IP Phone ﬁ Wireless Router
LAN Media Cloud
Wireless Media WAN Media

Q00000000000
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For a network to function, the devices must be interconnected. Network connections can be wired or wireless. In wired
connections, the medium is either copper, which carries electrical signals, or optical fiber, which carrieslight signas. In
wireless connections, the medium is the Earth's atmosphere, or space, and the signals are microwaves. Copper medium
includes cables, such astwisted pair telephone wire, coaxial cable, or most commonly, what is known as Category 5
Unshielded Twisted Pair (UTP) cable. Optica fibers, thin strands of glass or plastic that carry light signals, are another
form of networking media. Wireless media may include the home wirel ess connection between awireless router and a
computer with awireless network card, the terrestrial wireless connection between two ground stations, or the
communication between devices on earth and satellites. In atypical journey across the Internet, a message may travel
across a variety of media.

Network Connections

Wirednetworks used physical
cables to connect devices.

Wirelessnetworks use radio
waves to communicate betwean
devices.

Wireless networks are also
connected to wired networks, at
some point.
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Human beings often seek to send and receive a variety of messages using computer applications; these applications
reguire services to be provided by the network. Some of these services include the World Wide Web, e-mail, instant
messaging, and IP Telephony. Devices interconnected by medium to provide services must be governed by rules, or
protocols. In the chart, some common services and a protocol most directly associated with that service are listed.

Protocols are the rules that the networked devices use to communicate with each other. The industry standard in
networking today is a set of protocols called TCP/IP (Transmission Control Protocol/Internet Protocol). TCP/IPis used
in home and business networks, as well as being the primary protocol of the Internet. It is TCP/IP protocols that specify
the formatting, addressing and routing mechanisms that ensure our messages are delivered to the correct recipient.

Service
Word Wide Web [WWW)

E-mail

Instant Message (Jabber; AIM)

IP Telephony

Protocol ("Rule”)

HTTP
(Hypertext Transport Protocol)

SMTP

(Simple Mail Transport Protocol)

FOP

(Fost Office Protocol)

XMPP

[Extensible Messaging and Presence Protocol)
OSCAR

([Open System for Communication in Realtime)

SIP
(Session Initiation Protocaol)


javascript:top.popup('pglossary','cg2942440341');
javascript:top.popup('pglossary','cg1579246718');
javascript:top.popup('pglossary','cg6109445522');

CCNA Exploration - Network Fundamentals

1 Livingin a Network-Centric World

1.3 The Network as a Platform
1.3.2 The Elements of a Network

Page 5:

We close this section with an example to tie together how the elements of networks - devices, media, and services - are
connected by rulesto deliver a message. People often only picture networks in the abstract sense. We create and send a
text message and it almost immediately shows up on the destination device. Although we know that between our
sending device and the receiving device there is a network over which our message travels, we rarely think about all the
parts and pieces that make up that infrastructure.

The M essages

In the first step of its journey from the computer to its destination, our instant message gets converted into aformat that
can be transmitted on the network. All types of messages must be converted to bits, binary coded digital signals, before
being sent to their destinations. Thisis true no matter what the original message format was: text, video, voice, or
computer data. Once our instant message is converted to bits, it is ready to be sent onto the network for delivery.

The Devices

To begin to understand the robustness and complexity of the interconnected networks that make up the Internet, it is
necessary to start with the basics. Take the example of sending the text message using an instant messaging program on
acomputer. When we think of using network services, we usually think of using a computer to access them. But, a
computer isonly one type of device that can send and receive messages over a network. Many other types of devices
can aso be connected to the network to participate in network services. Among these devices are telephones, cameras,
music systems, printers and game consoles.

In addition to the computer, there are numerous other components that make it possible for our instant message to be
directed across the miles of wires, underground cables, airwaves and satellite stations that might exist between the
source and destination devices. One of the critical components in any size network is the router. A router joins two or
more networks, like a home network and the Internet, and passes information from one network to another. Routersin a
network work to ensure that the message gets to its destination in the most efficient and quickest manner.

The Medium

To send our instant message to its destination, the computer must be connected to awired or wireless local network.
Loca networks can be installed in homes or businesses, where they enable computers and other devices to share
information with each other and to use a common connection to the Internet.

Wireless networks allow the use of networked devices anywhere in an office or home, even outdoors. Outside the office
or home, wireless networking is available in public hotspots, such as coffee shops, businesses, hotel rooms, and airports.

Many installed networks use wires to provide connectivity. Ethernet is the most common wired networking technology
found today. The wires, called cables, connect the computers and other devices that make up the networks. Wired
networks are best for moving large amounts of data at high speeds, such as are required to support professional -quality
multimedia.

The Services

Network services are computer programs that support the human network. Distributed on devices throughout the
network, these services facilitate online communication tools such as e-mail, bulletin/discussion boards, chat rooms,
and instant messaging. In the case of instant messaging, for example, an instant messaging service, provided by devices
in the cloud, must be accessible to both the sender and recipient.

The Rules

Important aspects of networks that are neither devices nor media are rules, or protocols. These rules are the standards
and protocols that specify how the messages are sent, how they are directed through the network, and how they are
interpreted at the destination devices. For example, in the case of Jabber instant messaging, the XMPP, TCP, and IP
protocols are all important sets of rules that enable our communication to occur.
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Sending an Instant Message
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| will be arriving on Tuesday.
Please meet me at the airport.
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Click to see the steps.

Sending an Instant Message

1 will be arriving on Tuesday.
Please meet me at the alrport.

The network interface card inside the PC generates electrical signals to represent
the bits and places the bits on the medium. The bits arrive at the first network
device.
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Click to see the steps.

Sending an Instant Message

4Frunlhis ctive, the many i cted devices
woﬂdwiﬂelruoﬂanrepresemed by a cloud.
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The bits are transmitted to the devices that connect the
lecal networks. There can be dozens, even hundreds of
devices handling the bits as they are routed to their
destination.

| will be arriving on Tuesday.
Please meet me at the airport.

no

Click to see the steps.

Sending an Instant Message

I will be arriving on Tuesday.
Please meet me at the airport.
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| will be arriving on Tuesday.
Please meet me at the airport.
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The destination device reads the bits and
converts them back to the human readable
message.

Click to see the steps.

Sending an Instant Message
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| will be arriving on Tuesday.
Please meet me at the airport. g ; ; ; g : f: :
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Instant Messages are converted to binary
bits before they are transmitted on the
medium.

Click to see the steps.

Sending an Instant Message
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| will be arriving on Tuesday.
Please meet me at the airport.
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A router plays a key role as it both joins networks together and |
ensures that communication is directed towards its destination.
< J

The bits are passed from device to device in the local area. As bits
leave the local area, they usually pass through a router.
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Click to see the steps.
Sending an Instant Message

| will be: arriving on Tuesday.
Please meet me at the airport.
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As the bits get close to their destination,
they once again get passed through local
devices.

Click to see the steps.
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Multiple services-multiple networks

Traditional telephone, radio, television, and computer data networks each have their own individual versions of the four
basic network elements. In the past, every one of these services required a different technology to carry its particular
communication signal. Additionally, each service had its own set of rules and standards to ensure successful
communication of its signal across a specific medium.

Converged networks

Technology advances are enabling us to consolidate these disparate networks onto one platform - a platform defined as
a converged network. The flow of voice, video, and data traveling over the same network eliminates the need to create
and maintain separate networks. On a converged network there are still many points of contact and many specialized
devices - for example, personal computers, phones, TVs, personal assistants, and retail point-of-sale registers - but only
one common network infrastructure.

Message
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Multiple services are running on multiple networks.
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Converged data networks camy multiple services on ane network.

Multiple Networks Converged Networks


javascript:top.popup('pglossary','cg9124928492');
javascript:top.popup('pglossary','cg9611338074');

CCNA Exploration - Network Fundamentals

1 Livingin a Network-Centric World

1.3 The Network as a Platform
1.3.3 Converged Networks

Page 2:
Intelligent Infor mation Networks

The role of the network is evolving. The intelligent communications platform of tomorrow will offer so much more than
basic connectivity and access to applications. The convergence of the different types of communications networks onto
one platform represents the first phase in building the intelligent information network. Weare currently in this phase of
network evolution. The next phase will be to consolidate not only the different types of messages onto a single network,
but to also consolidate the applications that generate, transmit, and secure the messages onto integrated network
devices. Not only will voice and video be transmitted over the same network, the devices that perform the telephone
switching and video broadcasting will be the same devices that route the messages through the network. The resulting
communications platform will provide high quality application functionality at areduced cost.

Planning for the Future

The pace at which the devel opment of exciting new converged network applications is occurring can be attributed to the
rapid expansion of the Internet. This expansion has created a wider audience and alarger consumer base for whatever
message, product or service can be delivered. The underlying mechanics and processes that drive this explosive growth
have resulted in a network architecture that is both resilient and scalable. As the supporting technology platform for
living, learning, working, and playing in the human network, the network architecture of the Internet must adapt to
constantly changing requirements for a high quality of service and security.

Intelligent Networks Are Bringing the World Together

<N

Intelligent networks allow
handheld devices to receive
news and e-mails, and to
send text.

Video conferencing around
the globe is in the palm of
your hand.

The Human Network is everywhere.
Phones connect globally to

share voice, text and images. Online gaming connects
thousands of people
seamlessly.
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Networks must support awide range of applications and services, as well as operate over many different types of
physical infrastructures. The term network architecture, in this context, refers to both the technologies that support the
infrastructure and the programmed services and protocol s that move the messages across that infrastructure. As the
Internet, and networks in general, evolve, we are discovering that there are four basic characteristics that the underlying
architectures need to address in order to meet user expectations: fault tolerance, scalability, quality of service, and
security.

Fault Tolerance

The expectation that the Internet is always available to the millions of users who rely on it requires a network
architecture that is designed and built to be fault tolerant. A fault tolerant network is one that limits the impact of a
hardware or software failure and can recover quickly when such afailure occurs. These networks depend on redundant
links, or paths, between the source and destination of amessage. If one link or path fails, processes ensure that
messages can be instantly routed over a different link transparent to the users on either end. Both the physical
infrastructures and the logical processes that direct the messages through the network are designed to accommodate this
redundancy. Thisis abasic premise of the architecture of current networks.

Scalability

A scalable network can expand quickly to support new users and applications without impacting the performance of the
service being delivered to existing users. Thousands of new users and service providers connect to the Internet each
week. The ability of the network to support these new interconnections depends on a hierarchical layered design for the
underlying physical infrastructure and logical architecture. The operation at each layer enables users or service
providersto be inserted without causing disruption to the entire network. Technology developments are constantly
increasing the message carrying capabilities and performance of the physical infrastructure components at every layer.
These developments, along with new methods to identify and locate individual users within an internetwork, are
enabling the Internet to keep pace with user demand.

Internet )

( Internet )

Redundant connections allow for
alternative paths if a device or a
I'""f::':[;}:he CESAERL BRI Additional users and whole networks
Hnatiestes. can be connected to the Internet
witheut degrading performance for

existing users. _.__'_._____.._-—-?
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Quality of Service (QoS)

The Internet is currently providing an acceptable level of fault tolerance and scalability for its users. But new
applications available to users over internetworks create higher expectations for the quality of the delivered services.
Voice and live video transmissions require alevel of consistent quality and uninterrupted delivery that was not
necessary for traditional computer applications. Quality of these services is measured against the quality of

experiencing the same audio or video presentation in person. Traditional voice and video networks are designed to
support asingle type of transmission, and are therefore able to produce an acceptable level of quality. New requirements
to support this quality of service over a converged network are changing the way network architectures are designed and
implemented.

Security

The Internet has evolved from atightly controlled internetwork of educational and government organizations to a
widely accessible means for transmission of business and personal communications. As a result, the security
requirements of the network have changed. The security and privacy expectations that result from the use of
internetworks to exchange corfidential and business critical information exceed what the current architecture can
deliver. Rapid expansion in communication areas that were not served by traditional data networksisincreasing the
need to embed security into the network architecture. As aresult, much effort is being devoted to this area of research
and devel opment. In the meantime, many tools and procedures are being implemented to combat inherent security flaws
in the network architecture.

Quality of Service, managed by the router,

ensures that priorities are maiched with the Internet Administratars can protect the network with
type of communication and its importance to software and hardware security and by Internet
the arganization. prevenling physical access lo network

devices.

in: ?
I;;::wm o Security measures protect the
- netwark from unauthorized

access.

Streaming media will need priority to
maintain a smooth, uninterrupted user
experience.
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The Internet, in its early inception, was the result of research funded by the United States Department of Defense
(DoD). Its primary goa was to have a communications medium that could withstand the destruction of numerous sites
and transmission facilities without disruption of service. It only follows that fault tolerance was the focus of the effort of
theinitial internetwork design work. Early network researchers looked at the existing communication networks, which
were primarily for the transmission of voice traffic, to determine what could be done to improve the fault tolerance
level.

Circuit Switched Connection-oriented Networks

To understand the challenge that the DoD researchers were faced with, it is necessary to look at how early telephone
systems work. When a person makes acall using atraditional telephone set, the call first goes through a setup process,
where all of the telephone switching locations between the person and the phone set that they are calling are identified.
A temporary path, or circuit, is created through the various switching locations to use for the duration of the telephone
cal. If any link or device participating in the circuit fails, the call is dropped. To reconnect, anew call must be made,
and anew circuit created between the source telephone set and the destination. This type of connection-oriented
network is called a circuit-switched network. Early circuit switched networks did not dynamically recreate dropped
circuits. In order to recover from failure, new calls had to be initiated and new circuits built end-to-end.

Many circuit switched networks give priority to maintaining existing circuit connections, at the expense of new circuit
requests. In thistype of connection-oriented network, once a circuit is established, even if no communication is
occurring between the persons on either end of the call, the circuit remains connected and resources reserved until one
of the parties disconnects the call. Since there is afinite capacity to create new circuits, it is possible to occasionally get
amessage that all circuits are busy and acall cannot be placed. The cost to create many aternate paths with enough
capacity to support alarge number of simultaneous circuits, and the technologies necessary to dynamically recreate
dropped circuitsin the event of afailure, led the DoD to consider other types of networks.

Circuit Switching in a Telephone Network

&

Once acallis

Telephone Switch lle/Ephone Switch tablished. all
Many paths are communication takes
possible, but only one place on this path, or

circuit. A circuit is

path is selected per
call.

slaphons Swit

Elephone Switchl

oiLd

The circuit stays active,

even If no one is speaking.
Telephone Network

There are many, many circuits, but a finite number. During peak periods, some calls may be denied.
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Packet Switched Connectionless Networ ks

In the search for a network that could withstand the loss of a significant amount of its transmission and switching
facilities, the early Internet designers reevaluated early research regarding packet switched networks. The premise for
this type of networksis that a single message can be broken into multiple message blocks. Individual blocks containing
addressing information indicate both their origination point and their final destination. Using this embedded
information, these message blocks, called packets, can be sent through the network along various paths, and can be
reassembled into the original message upon reaching their destination.

Utilizing Packets

The devices within the network itself are unaware of the content of theindividual packets, only visible is the address of
the final destination and the next device in the path to that destination. No reserved circuit is built between sender and
receiver. Each packet is sent independently from one switching location to another. At each location, arouting decision
is made as to which path to use to forward the packet towards its final destination. If a previously used path is no longer
available, the routing function can dynamically choose the next best available path. Because the messages are sent in
pieces, rather than as a single complete message, the few packets that may be lost in the advent of afailure can be
retransmitted to the destination along a different path. In many cases, the destination device is unaware that any failure
or rerouting has occurred.

Packet-switched Connectionless Networ ks

The DoD researchers realized that a packet switched connectionless network had the features necessary to support a
resilient, fault tolerant network architecture. The need for asingle, reserved circuit from end-to-end does not exist in a
packet switched network. Any piece of a message can be sent through the network using any available path. Packets
containing pieces of messages from different sources can travel the network at the same time. The problem of
underutilized or idle circuitsis eliminated -- all available resources can be used at any time to deliver packetsto their
final destination. By providing a method to dynamically use redundant paths, without intervention by the user, the
Internet has become a fault tolerant, scalable method of communications.

Connection-oriented Networks

Although packet-switched connectionless networks met the needs of the DoD, and continue to be the primary
infrastructure for today's Internet, there are some benefits to a connection-oriented system like the circuit-switched
telephone system. Because resources at the various switching locations are dedicated to providing afinite number of
circuits, the quality and consistency of messages transmitted across a connection-oriented network can be guaranteed.
Another bendfit is that the provider of the service can charge the users of the network for the period of time that the
connection is active. The ability to charge users for active connections through the network is a fundamental premise of
the telecommunication service industry.

Packet Switching in a Dala Network

L No fixed path is
s e | established. Packets are
Many paths may be | routed according to the
used for a single o o _ best path available at the
communication as a| - T time.
individual packets are . |
routed to a
destination.

Prior to transmission, each

communication is broken into Internet At the destination, packels may be
packets which are addressed bled into '0 rdor ding to
their sequence number.
address address number

and numbered. Source Destination |Sequence ‘

During peak periods, ication may be delayed, but not denied.
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The fact that the Internet is able to expand at the rate that it is, without seriously impacting the performance experienced
by individual users, isafunction of the design of the protocols and underlying technologies on which it is built. The
Internet, which is actually a collection of interconnected private and public networks, has a hierarchical layered
structure for addressing, for naming and for connectivity services. At each level or layer of the hierarchy, individual
network operators maintain peering relationships with other operators at the same level. As aresult, network traffic that
is destined for local or regional services does not need to traverse to a central point for distribution. Common services
can be duplicated in different regions, thereby keeping traffic off the higher level backbone networks.

Although there is no single organization that regulates the Internet, the operators of the many individual networks that
provide Internet connectivity cooperate to follow accepted standards and protocols.

The adherence to standards enabl es the manufacturers of hardware and software to concentrate on product
improvements in the areas of performance and capacity, knowing that the new products can integrate with and enhance
the existing infrastructure.

The current Internet architecture, while highly scalable, may not always be able to keep up with the pace of user

demand. New protocols and addressing structures are under development to meet the increasing rate at which Internet

applications and services are being added.
Interet Structure - A Network of Networks.

At the center of the Internet, “fier-1” ISPs provide national and international connections. These ISPs treat each other as
equals

Internet Structure - A Network of Networks
“Tier-2" ISPs are smaller and often provide regional service. Tier-2 ISP usually pay Tier-1 ISP for connectivity 1o rest of the Intermet

Examples are: Verizon,
Sprint, AT&T, NTT, cable
systems and wide area Tier-1 ISP

wireless networks.
<Tisr-1 ISP
m

Click to see the Internet structure.

Tier-2 ISP )
Tier-1 ISP

This iis the “backbone” of The point where ISPs Tier-2 ISP
the Internet. interconnect s often called
a“border”

Tier-1 \SP) Y”SM ISP Tier-1 ISP ; Tier—Q\SP)
< focal ;9 (Tier—Z\SPj
ISP

oerued

Click to see the Intemet structure.

Intemet Structure - A Network of Networks
‘The Damain Name System (DNS) provides a hierarchical directory of addresses--one server doesn't have to hold the entire ist of
milions of addresses.

Intemet Structure - A Network of Networks

“Tier-3" ISPs are the local providers of service directly o end users. Tier-3 ISPs are usually connected to Tier 2 1SPs and pay Tier 2

providers for Internet access.
local
ISP
- &  Ter2isP
Tier-1 ISP

ocal -
5P
CTism ISP Tier-11SP Tier-2 ISP
@ y i \
Tier-2 1P )
3 CCT\er-z [E I s
m

Click to see the Internet structure.

iiry S
The DNS servers update each other with the op level
addresses, so local devices can search the closest
server and be confident that the information is up to
date.

The DNS servers contain lower level addresses only fol
the networks directly connected. This keeps the
directories from getting too large.

Tier-11SP

“

Click to see the Internet structure.

Tier-11SP

Tier-2 ISP

Intemet Structure - A Network of Networks
The distribuited nature of connections and directories means that communication can bypass bottienecks and outages. Originally
designed to protect against military attack, the system has also proved the best way to offer a scalable, refiable civilian network.

local

. @ -
Tier-215P~ S’ ™

. &fiﬁr—ﬂ \SP{J

Tier-1 ISP Tier-11SR. ( Tier-2 TSP
@ S
9 local
Tier-2 ISP fer-
- } < Tier-2 ISP
Tier 1 Tier2 Tier3 Hierarchical Distributed m

Click to see the Internet structure.

If one DNS server is down, local devices can
get in touch with anather one. If one route is
congested or broken, communication is

automatically directed along another route.

Internet Structure - A Network of Networks
Paer connactions betwaen networks at the same level provide direct connactions, bypassing longer routes and prevanting

congestion on the backbone:
local
i vy
£ Ter21sP
Tier-1 ISP

CTisM ISP Tier-1 ISP Z Tior:2 18
@ Tier-2 ISP Tier-2 ISP local
1sP

OETES

Click to see the Internat structure.
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Networks must provide secure, predictable, measurable, and, at times, guaranteed services. The packet-switched
network architecture does not guarantee that all packets that comprise a particular message will arrive on time, in their
correct in order, or even that they will arrive at all.

Networks also need mechanisms to manage congested network traffic. Congestion is caused when the demand on the
network resources exceeds the available capacity.

If al networks had irfinite resources, there would not be a need to use QoS mechanisms to ensure quality of service.
Unfortunately, that is not the case. There are some constraints on network resources that cannot be avoided. Constraints
include technology limitations, costs, and the local availability of high-bandwidth service. Network bandwidth isthe
measure of the data carrying capacity of the network. When simultaneous communications are attempted across the
network, the demand for network bandwidth can exceed its availability. The obvious fix for this situation is to increase
the amount of available bandwidth. But, because of the previously stated constraints, thisis not always possible.

In most cases, when the volume of packetsis greater than what can be transported across the network, devices queue the
packets in memory until resources become available to transmit them. Queuing packets causes delay. If the number of
packets to be queued continues to increase, the memory queues fill up and packets are dropped.

Real-time traffic Converged Networks
* Voice over IP (VoIP)
+ Videoconferencing Transactional traffic
* Order processing & billing
* Inventory & reporting
Web content = Accounting & reporting
* Browsing
* Shopping

Convergence

All traffic is NOT alike




CCNA Exploration - Network Fundamentals

1 Livingin a Network-Centric World

1.4 TheArchitecture of the Inter net
1.4.4 Providing Quality of Service

Page 2:

Achieving the required Quality of Service (QoS) by managing the delay and packet |oss parameters on a network
becomes the secret to a successful end-to-end application quality solution. Thus, ensuring QoS requires a set of
techniques to manage the utilization of network resources. In order to maintain a high quality of service for applications
that requireit, it is necessary to prioritize which types of data packets must be delivered at the expense of other types of
packets that can be delayed or dropped.

Classification

Ideally, we would like to assign a precise priority for each type of communication. Currently, thisis neither practical nor
possible. Therefore, we classify applications in categories based on specific quality of service requirements.

To create QoS classifications of data, we use a combination of communication characteristics and the relative
importance assigned to the application. Wethen treat al data within the same classifi cation according to the same rules.
For example, communication that is time-sensitive or important would be classified differently from communication
that can wait or is of lesser importance.

Assigning priorities

The characteristics of the information being communicated also affect its management. For example, the delivery of a
movie uses arelatively large amount of network resources when it is delivered continuously without interruption. Other
types of service - e-mail, for example - are not nearly as demanding on the network. In one company, an administrator
might decide to allocate the greatest share of the network resources to the movie, believing that thisis the priority for
his customers. This administrator may decide that the impact will be minimal if e-mail users have to wait afew
additional seconds for their e-mail to arrive. In another company, the quality of avideo stream is not asimportant as
critical process control information that operates the manufacturing machinery.

Using Queues to Prioritize Communication

Voice Over IP

&

All communication has some access to
the media, but higher priority
communication has a greater percentage
of the packets.

r )

High Priority Queue

ey HERA RN

Medium Priority Queue . . -

Link to Network B ——

Q;B—B

Financial

Low Priority Queue

Transaction

Queuing according to data type enables voice data to have priority over transaction data, which has
P e Tt LTI T NPT h Aads
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QoS mechanisms enable the establishment of queue management strategies that enforce priorities for different
classifications of application data. Without properly designed and implemented QoS mechanisms, data packets will be
dropped without consideration of the application characteristics or priority. Examples of priority decisionsfor an
organization might include:

* Time-sensitive communication - increase priority for serviceslike telephony or video distribution.

* Non time-sensitive communication - decrease priority for web page retrieval or e-mail.

* High importance to organization - increase priority for production control or business transaction data.

* Undesirable communication - decrease priority or block unwanted activity, like peer-to-peer file sharing or live

entertainment.

The Quality of Service anetwork can offer isavita issue, and in some situations, it is crucial. Imagine the
consequences of a dropped distress call to an emergency response center, or of alost control signal to an automated
piece of heavy machinery. A key responsibility for the network managersin an organization is to establish a Quality of
Service policy and ensure that the mechanisms are in place to meet that goal.

Quality of Service Matters

Communication Type Without QoS With QoS

e e

Streaming video or audio

Choppy picture starts and stops. Clear, continuous service.
\fital Transactions Time : Price Time : Price

02:14:05 $1.54 02:14:04 $1.52

Just one second earller... The price may be better.

Downloading web pages (often lower

= &

wian Bl

i
i

Web pages amive a bit later... But the end result is identical.
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The network infrastructure, services, and the data contained on network attached computers are crucia personal and
business assets. Compromising the integrity of these assets could have serious business and financial repercussions.

Consequences of a network security breach could include:

* Network outage that prevents communications and transactions occurring, with consequent loss of business

* Misdirection and loss of personal or business funds

« Company intellectual property (research ideas, patents or designs) that is stolen and used by a competitor

* Customer contract detailsthat become known to competitors or made public, resulting in aloss of market

corfidence in the business

A lack of public trust in the business's privacy, confidentiality, and integrity levels may lead to loss of sales and eventual
company failure. There are two types of network security concerns that must be addressed to prevent serious
consequences. network infrastructure security and content security.

Securing a network infrastructure includes the physical securing of devices that provide network connectivity and
preventing unauthorized access to the management software that resides on them.

Content security refers to protecting the information contained within the packets being transmitted over the network
and the information stored on network attached devices. When transmitting information over the Internet or other
network, the content of the individual packetsis not readily known to the devices and facilities through which the
packets travel. Tools to provide security for the content of individual messages must be implemented on top of the
underlying protocols which govern how packets are formatted, addressed and delivered. Because the reassembly and
interpretation of the content is delegated to programs running on the individual source and destination systems, many of
the security tools and protocols must be implemented on those systems as well.

Unauthorized Transactions

« You]_' SERD PAYHENT TO
| - Box 1334
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Unauthorized use of our communications data can have severe consequences.
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Security measures taken in a network should:
*  Prevent unauthorized disclosure or theft of information
* Prevent unauthorized modification of information
* Prevent Denia of Service
Means to achieve these goalsinclude:
* Ensuring corfidentiality
* Maintaining communication integrity
* Ensuring availability
Ensuring Corfidentiality

Data privacy is maintained by allowing only the intended and authorized recipients - individuals, processes, or devices -
to read the data.

Having a strong system for user authentication, enforcing passwords that are difficult to guess, and requiring usersto
change them frequently helps restrict access to communications and to data stored on network attached devices. Where
appropriate, encrypting content ensures confidentiality and minimizes unauthorized disclosure or theft of information.

Maintaining Communication Integrity

Data integrity means having the assurance that the information has not been altered in transmission, from origin to
destination. Data integrity can be compromised when information has been corrupted - willfully or accidentally - before
the intended recipient receivesit.

Source integrity is the assurance that the identity of the sender has been validated. Source integrity is compromised
when a user or device fakes itsidentity and supplies incorrect information to arecipient.

The use of digital signatures, hashing algorithms and checksum mechanisms are ways to provide source and data
integrity across a network to prevent unauthorized modification of information.

Ensuring Availability

Ensuring confidentiality and integrity areirrelevant if network resources become over burdened, or not available at al.
Availahility means having the assurance of timely and reliable access to data services for authorized users. Resources
can be unavailable during a Denial of Service (DoS) attack or due to the spread of a computer virus. Network firewall
devices, along with desktop and server anti-virus software can ensure system reliability and the robustness to detect,
repel, and cope with such attacks. Building fully redundant network infrastructures, with few single points of failure,
can reduce the impact of these threats.

The result of the implementation of measures to improve both the quality of service and the security of network
communications is an increase in the complexity of the underlying network platform. As the Internet continues to
expand to offer more and more new services, its future depends on new, more robust network architectures being
developed that include all four characteristics: fault tolerance, scalability, quality of service, and security.

Criminal

Identity Thief Cheat

Competitor

The way wej o |

ork

p

Fraudster

The communication and information that we would like to be private is protected from those
who would make unauthorized use of it.
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Upon completion of this activity, you will be able to:

Use the SANS site to quickly identify Internet security threats and explain how threats are organized.

Click the lab icon for more details.

Hands-on Lab:
Identifying Top Security Vulnerabilities
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Thg convergence of the many different communication media onto a single network platform is fueling exponential
growth in network capabilities. There are three major trends that are contributing to the future shape of complex
information networks:

* Increasing number of mobile users

« Proliferation of network capable devices

* Expanding range of services
Mobile Users

With the increase in the numbers of mobile workers and the increased use of hand-held devices, we are necessarily
demanding more mobile connectivity to data networks. This demand has created a market for wireless services that
have greater flexibility, coverage, and security.

New and More Capable Devices

The computer is only one of many devices on today's information networks. We have a proliferation of exciting new
technologies that can take advantage of available network services.

The functions performed by cell phones, Personal Digital Assistants (PDAS), organizers, and pagers are converging into
single hand-held devices with continuous connectivity to providers of services and content. These devices, once thought
of as"toys" or luxury items, are now an integral part of how people communicate. In addition to mobile devices, we
aso have Voice over IP (VolP) devices, gaming systems, and alarge assortment of household and business gadgets that
can connect and use network services.

Increased Availability of Services

The widespread acceptance of technology and the fast pace of innovation in network delivered services create a
spiraling dependence. To meet user demands, new services are introduced and older services are enhanced. As the users
come to trust these expanded services, they want even more capabilities. The network then grows to support the
increasing demand. People depend on the services provided over the network, and therefore depend on the avail ability
and reliability of the underlying network infrastructure.

The challenge of keeping pace with an ever expanding network of users and services is the responsibility of trained
network and IT professionals.

Services are developed

Increase in demand : |' : :
1
11

The network is at the
center of our lives

Increase in services

&"{r
A
Services are

used

Increase in reliance

Mobile users will rely increasingly on data networks and use a variety of
devices.
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Information Technology and networking careers are growing and evolving as fast as the underlying technologies and
services. As networks increase in sophistication, the demand for people with networking skills will continue to grow.

Traditiona 1T positions like programmers, software engineers, data base administrators and network technicians are
now joined by new titles, such as network architect, e-Commerce site designer, information security officer, and home
integration specialist. Opportunities for forward thinking entrepreneurs are unlimited.

Even non-1T jobs, like manufacturing management or medical equipment design, now require a significant amount of
knowledge about network operation in order to be successful.

Chief Technology Officersin many large organizations list the lack of qualified personnel as the primary factor delaying
the implementation of innovative new services.

As students of networking technology, we examine the components of data networks and the roles they play in enabling
communication. This course, as well as others in the Network Academy series, is designed to empower you with the
networking knowledge to build and manage these evolving networks.

A broad range of careers will use networking skills and knowledge.
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In thislab, you will define Internet Relay Chat (IRC) and Instant Messaging (IM). You will also list several misuses and
data security issuesinvolving IM.

Click the lab icon for more details.

‘a1 Hands-on Lab:
N Using Collaboration Tools - IRC and IM
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In thislab, you will define the terms wiki and blog. You will also explain the purpose of awiki and blog and how these

technologies are used for collaboration.

Click the lab icon for more details.

Hands-on Lab:
Using Collaboration Tools - Wikis and Web Logs
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This chapter explained the importance of data networks as the platform for supporting business communication and the
tasks of everyday life.

Data networks play avita role in facilitating communication within the global human network.

Data networks support the way we live, learn, work, and play. They provide the platform for the services that enable us
to connect - both locally and globally - with our families, friends, work, and interests. This platform supports using text,
graphics, video, and speech.

Data networks and human networks use similar procedures to ensure that their communication gets to the destination
accurately and on time. Agreements on language, content, form, and medium that humans often implicitly use are
mirrored in the data network.

The factors that ensure the delivery of our messages and information across a data network are the networking media
that connect the networking devices and the agreements and standards that govern its operation. As the demand grows
for more people and devices to communicate in a mobile world, data network technologies will have to adapt and
develop.

Converged networks, which carry al communications types (data, voice, and video) on one infrastructure, provide an
opportunity to reduce costs and offer users feature-rich services and content. However, the design and management of
converged networks requires extensive networking knowledge and skillsif all services are to be delivered as expected
to users.

Different types of communications flowing across our data networks need to be prioritized so that the time-sensitive and
important data have the first use of limited network resources.

Integrating security into data networksis essential if our private, personal, and business communications are not going
to be intercepted, stolen, or damaged.

In this chapter, you leamed to:

Describe how networks impact our daily lives.

Describe the role of data networking in the human network.

Identify the key components of any data netwaork.

Identify the opportunities and challenges posed by converged networks.

Describe the characteristics of network architectures: fault tolerance, scalability, quality of service and security.
Install and use IRC clients and a Wikl server.
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Use this activity to check your understanding of the main points in this chapter.

+ A series of questions will be presented. This is not a quiz and your answers are not recorded.
+ Click Answer to see the answer.
+ Click Next Question to go to the next question in the series.

Click Here
to Begin

1. List network-supported technaologies thal impact how people leam, work, and play.

Internal factors that interfere with communication are related to the nature of the communication itself.
The communication may vary in complexity and importance. Clear and concise messages are usually
easier to understand than complex messages. Important communications require more care to ensure
that the meaning is received properly.

Internal factors affecting the quality of communication include:
= The size of the message Next
= The complexity of the message Question
= The importance of the message

2. Describe the external factors that impact network communication.

External factors affecting the quality of communication are related to the processes that devices use to
talk to each other and include:

= Whether a confirmation of the message was returned to the sender

» The quality of the pathway between the sender and the recipient

*  The number of times the message has to change form

= The number of other messages in the communication network

+ The number of times the message is reformatted Next

« The amount of time allotted for successful communication

Question




3. List network-supported technologies thal impact how people leam, work, and play.

Includes instant messaging, weblogs, podcasting, collaboration tools using text, graphic, audio and
video technologies over both fixed and mobile data networks.

4, What is data? What is a data network? Whal is a converged network?

Data:
Data is the pieces of information, such as files, audio, phone calls and video shared across the
network.

A data network consists of:
+ Devices that communicate with each other
- A means of connecting these devices together—a medium that can transport messages from
one device to another
+ The digital messages or units of information that will travel from one device to another
+ Rules or agreements to govern how the messages are sent, directed, and received

5. Why does Quality of Service matter on a data network?

Converged data networks carry multiple types of communication. Data network resources, however,
are always constrained by budgets, physical limitations, and technology. The existence of these
limitations means that decisions must be made regarding the priority of different types of
communication.

The management of different types of communication involves balancing both the traffic's importance
and its characteristics. Both of these factors are considered when developing a Quality of Service
{QoS) strategy for managing data in a given data network.

Next

Question

Next

Question

Next

Question




6, What happens without a properly designed and implemented QoS mechanism?

Without properly designed and implemented QoS mechanisms, data packets will be dropped without
consideration of the application characteristics or priority.

Next

Question

7. What does security mean in the contex! of data networks?

Data netwaork security has two aspects:
= Interception of data communications - data encryption can negate such interceptions.
* Unauthorized access to the network and its data - user authentication (usernames, passwords
and classifications are tools to prevent this - in addition to physical security)

Intruders may desire to gain access to information for monetary gain. They steal financial records or This concludes this chapter's
sell trade secrets to competitors. For others, stealing data is merely a game about which they can brag. i i
They just want to gain access "because they can.” They often boast about their latest online conquests.
Many hawve limited computer and networking skills and are just doing this activity for fun. Some people
change, destroy data or disrupt network processes. Some are disgruntled employees who decide to

wreak havoc with corporate data.
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Packet Tracer 4.1 ("PT 4.1") is a standalone simulation and visualization program. PT 4.1 activities are integrated
throughout this course. While formal activities using Packet Tracer begin in the next chapter, if time allows please
launch the program now, and explore the Help resources, which include "My First PT Lab" and a variety of tutorials to
teach you various aspects of the software. Also, please ask your instructor how obtain a copy of PT 4.1 for your
personal use. Every chapter will have a Packet Tracer Skills Integration Challenge: an activity that allows you to
practice most skills learned to that point in the course in a cumulative fashion. PT Skills Integration Challenges will
allow you to build your practical skillsfor such things as hands-on performance exams and Certification exams.

Packet Tracer Skills Integration |nstructions (PDF)

Click the Packet Tracer icon for more details.

Packet Tracer Exploration:
Skills Integration Challenge-Introduction to Packet Tracer

File: 1.7.1 - pka.pka
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Tolearn more about a milestone in the history of communications, read about Claude Shannon and his famous paper,

"A Mathematical Theory of Communication."
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+ . Chapter 1 Quiz:
o Living in a Network-Centric World
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B30 s torm ot communicaton 1s 3 esitme esshased communication type Used between two or more people O] yihich type of network provides customer's limited access to corporate data SUCh & inventory, parts lists and
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WWhich processes ocour to network trafic so that quality of sewvice strategies work correctly? (Choose twa )

@ What balances the importance oftraffic and its characteristics in order to manage data®?

network administration /¥ Trafic is classified based on quality of service requirements

[4) /¥ Priorities are assigned to each classification of application data

netwark traffic
/e Qo6 strategy _| \ieh traffic is ahvays assigned to a high priority queue for processing
netwark evaluation | Digital movies are always assigned to the high priority queue for processing

) E-mail trafiic is albways assigned to the low priority queus
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What are two components of network architecture? (Choose two)

people that comprise the human network

/M programmed services and protocols that move the messages across the network

6]
)

data trangferred across the netwark

/¥ technologies that support network communications

corparations that operate and maintain the data network

[&]
0]

E—
- Percent Correct 40%

@e

a Farwhich three reasons was a packet-switched data corr

developing the Internet? (Choose three.)
o] M
v
v

It can rapidly adapt to the loss of data transmission facilities

It efficiently utilizes the network infrastructure to transfer data

transferred

Data packets can travel multiple paths through the network simultangously,

used when

It allows for billing of network use by the amount of time a connection is established.

It requires that a data circuit between the source and destination be established before data can he

being developed? (Chanse three )

Circuit-gwitched technolagies required that a sinale message be brokel
that contain addressing information.

datawas not actively being transferred between Iocations

Forwhich three reasons were circuit-ewitched, connection-oriented technologies rejected when the Internet was

N up into multinle message blocks

Early circuit-switched networks did not automatically establish alternative circuits in the event of circuit failure,

Circuit-gwitched technologies required that an open circuit between network endpoints be established, even if

The guality and of ALross @ ted, circuil-switthed network
could not be guaranteed
The af multiple, apen tircuits far faulttolerance was costly.

—
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What is the role of @05 in a converged network?

ensures that all fraffic above available bandwidth levels is dropped

S
(=

estahlishes delivery priotities for different communication types in a nef
determines precise priorities for all network communication

allows unused bandwidth to be shared by other organizations within th

@
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vight. (Nat sll options are used.)
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fault tolerance

soalsbilty

calty of service

v

security

Network securtty threats can be classified as relating to efther network infrastructure
security thrests on the left by dragging them into the appropriste category on the right.

security or cortent security. Classify the

o
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